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Abstract— This paper proposes an anti-jamming system
based on coded message-driven frequency hopping. In each
hopping period, multiple frequency bands are utilized for
signal transmission. The selection of these bands is determined
by a coded message sequence, hence the proposed scheme
“hops” its frequencies randomly without a pre-defined pseudo-
random sequence. Error correction codes are employed in an
innovative way for accurate hopping pattern retrieving, and
can also be exploited for jamming detection. The proposed
scheme achieves strong jamming resistance while maintaining
high spectral efficiency. Index Terms: Anti-jamming, Jamming
detection, message-driven frequency hopping

I. INTRODUCTION

Frequency hopping is one of the spread spectrum tech-

niques that has been widely used for military and civil

applications [1]. It provides a certain degree of protection

against intentional or unintentional jamming by hopping the

carrier frequencies in a wide band which is much larger

than the actually required bandwidth for message transmis-

sion. The hopping pattern is predefined by a pseudo-random

sequence known to both transmitter and receiver.

Although frequency hopping systems are jamming resis-

tant, it is at the expense of very low bandwidth efficiency.

High-dimensional modulation schemes are generally em-

ployed in order to improve the efficiency of bandwidth

usage [2], [3]. In many realistic communication systems,

however, strict bandwidth constraint is usually placed upon

the system, which limits the applicability of spread spec-

trum systems. Therefore, it is desired to design jamming-

resistant systems that are flexible in bandwidth requirement.

A spectrally efficient anti-jamming system using message-

driven frequency hopping has been proposed in [4], where

a large portion of source information is transmitted through

hopping frequency control. Some signal identification (ID)

information is used to mitigate jamming interference.

Instead of using ID information to assist jamming mitiga-

tion, in this paper, we propose a message-driven frequency

hopping scheme through coded hopping control. Groups of

data are transmitted through multiple frequency bands. An

incoming information sequence is used to manage carrier

frequency selection. Only a fraction of the total number

of carriers are modulated with signals, and the pattern

of these carriers changes from time to time due to the

randomness of the source information. In this way, the

system mimics the frequency hopping scheme and the

“hops” appear random to eavesdroppers. Block coding is

applied in a novel way such that the receiver can retrieve

hopping patterns correctly. An important side effect of

using error correction codes is that the system is capable

of detecting which frequency bands are jammed. These

features make the system a promising candidate for wireless

networks with imposed jamming detection requirement.

The organization of the paper is as follows. Section II

describes the transceiver design, as well as the jamming

channel model. Section III performs some analysis on band-

width efficiency and error probability. Simulation results

are presented in Section IV and we conclude in Section V.

II. DESCRIPTION OF THE PROPOSED SYSTEM

A. Transmitter Structure

The transmitter structure of the proposed system is

illustrated in Fig. 1. The input binary stream {ai} with bit

interval Tb is demultiplexed (DEMUX) into two branches.

K bits [a1, a2, · · · aK ] are fed into the lower branch and

passed directly through a block encoder ENC1, which pro-

duces N bits [b1, b2, · · · bN ] as a codeword. An accumulator

follows the ENC1 in order to count the number of 1’s in

the codeword. The result, L =
∑N

i=1 bi, is then fed back to

the DEMUX to control the number of bits flowing into the

upper branch. The accumulator is reset in every codeword

period. The N -bit codeword is serial to parallel converted,

and each bit bi is mapped to a carrier ωi selected from a

frequency pool Ω = {ω1, ω2, · · · , ωN}.

The upper branch is the concatenation of a rate-R
encoder ENC2, an interleaver π, and an M -ary symbol

mapper containing m = log2 M bits per symbol. The

number of bits entering the upper branch is mLR, which

is assumed to be an integer. A total number of L symbols

are generated from the upper branch, which are denoted as

[d1, d2, · · · , dL].
The signal transmission is performed as below. The L

symbols from the upper branch modulate the L carriers

mapped to bi = 1, i = 1, · · · , N . No symbols are modu-

lated on carriers mapped to bi = 0. In other words, only

carriers selected by bi = 1 transmit, and those mapped

to bi = 0 simply keep silent. The time interval Ts for
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Fig. 1. Block diagram of transmitter structure.

transmission is

Ts = (mLR + K)Tb. (1)

During this interval, the transmitted signal on the ith carrier,

si(t), can be expressed as

si(t) = sie
j(ωit+φi), (2)

where φi is a random phase uniformly distributed over

(0, 2π], which is caused by the modulation process and

can generally be tracked at the receiver. si is the signal on

the ith carrier, which is given by

si =
{

0, bi = 0;
d�(i), bi = 1.

(3)

Here the subscript �(i) =
∑i

k=1 bk indicates the index of

the upper branch symbol modulated on the ith carrier. By

defining d0 = 0, Eq.(3) can be simplified as

si = bid�(i). (4)

B. Jamming Channel Model

We consider a system with jamming interference. The

total jamming power is assumed to be J watts. An effective

jamming strategy, referred to as partial-band jamming, is

to distribute the total jamming power over an arbitrarily

selected fraction of the total system bandwidth. We inves-

tigate this jamming strategy and assume the jamming power

is distributed uniformly over a fraction ρ of the total system

bandwidth WHz. If the bandwidth of each carrier/channel

is B Hz, the jamming power in one jammed channel is

given by

σ2
j = (

J

ρW
)B watts. (5)

Each channel is subjected to this amount of jamming power

with probability ρ. The received signal ri(t) for the ith
channel can be written as

ri(t) = si(t) + θiji(t) + ni(t), (6)

where ni(t) and ji(t) represent system noise and jamming

noise, respectively. They are assumed to be statistically

independent zero-mean Gaussian processes, with

E{|ni(t)|2} = σ2
n, (7)

and

E{|ji(t)|2} = σ2
j , (8)

θi is a random variable taking on values 0 and 1. If all

frequency bands are equally probable of being jammed, θi

is defined as:

θi =
{

1, ji(t) is present in ri(t), P{θi = 1} = ρ;
0, ji(t) is absent from ri(t), P{θi = 0} = 1 − ρ

(9)

C. Receiver Design

The receiver consists of two major functional blocks, one

for jamming detection and the other for signal recovery. The

block diagram is shown in Fig. 2.

The received signal for the ith channel is given by

ri =
1
Ts

∫ Ts

0

ri(t)e−j(ωit+φi)dt

=
1
Ts

∫ Ts

0

[si(t) + θiji(t) + ni(t)]e−j(ωit+φi)dt,

= bid�(i) + θiji + ni, (10)

where ji and ni are zero-mean Gaussian variables with

E{|ji|2} = σ2
j and E{|ni|2} = σ2

n.

The information is embedded in the first term on the

righthand side of Eq.(10), i.e., bid�(i). In decoding, we first

retrieve bi to determine the pattern of carrier selection, and

then recover d�(i) for the ith channel with bi = 1. Square-

law envelope detection is performed at each channel to

obtain [b̂1, b̂2, · · · b̂N ], which are tentative decisions corre-

sponding to [b1, b2, · · · bN ] at the transmitter. The decisions

are made according to the following criterion.

b̂i =
{

1, |ri|2 ≥ γi;
0, |ri|2 < γi,

(11)
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Fig. 2. Block diagram of receiver design.

where γi is the decision threshold for the ith channel.

The decisions are parallel to serial converted and passed

to the block decoder DEC1 which corresponds to the

ENC1 at transmitter. The outputs â1, â2, · · · âK are re-

covered signal bits for the lower branch. Following the

DEC1, we employ an encoder same as the ENC1, which

encodes [â1, â2, · · · âK ] to produce more accurate estimates

of [b1, b2, · · · bN ], denoted as [b̃1, b̃2, · · · b̃N ].
The jamming channels can then be indicated by

the comparison between sequences [b̂1, b̂2, · · · b̂N ] and

[b̃1, b̃2, · · · b̃N ]. The pool of channels J determined to have

been jammed are given by

J = {k | b̂k = 1, b̃k = 0, 1 ≤ k ≤ N}, (12)

and the set of carriers I selected for transmission is

I = {k | b̃k = 1, 1 ≤ k ≤ N}. (13)

Demodulation is then performed on {ri, i ∈ I}, fol-

lowed by deinterleaver π−1 and decoder DEC2, to retrieve

upper branch signals.

III. PERFORMANCE ANALYSIS

A. Bandwidth Efficiency

To prevent crosstalk, the minimum frequency spacing

between carriers is B = 1/Ts. The total bandwidth W
required for the system depends on whether adjacent car-

riers overlap or not. If the frequency band is divided into

N nonoverlapping subchannels and signals are frequency-

multiplexed, the total system bandwidth, denoted here as

WFDM , is given by

WFDM =
2N

Ts
=

2N

(mLR + K)Tb
. (14)

The bandwidth efficiency ηFDM is then given by

ηFDM =
(mLR + K)

2N
. (15)

Otherwise, if carriers are arranged in a way similar to that

of Orthogonal Frequency Division Multiplexing (OFDM),

the total bandwidth WOFDM is given by

WOFDM =
N + 1

Ts
=

N + 1
(mLR + K)Tb

. (16)

The bandwidth efficiency ηOFDM is

ηOFDM =
(mLR + K)

N + 1
. (17)

Therefore, by using OFDM modulation technique, we could

almost double the bandwidth efficiency. However, we shall

see in the simulation that, when there is jamming noise

present, poor error performance results if we “squeeze” the

carriers in this way.

In Eq. (1), the symbol interval Ts depends on system

parameters such as the coding rates and the M -ary symbol

mapping. Even if these parameters are fixed, the value of

L could be varying for different codewords. Consequently,

the bandwidth for each channel B = 1/Ts changes from

time to time. The variation results in difficulties in practical

system designs. A straightforward solution is to fix L by

choosing a proper encoder ENC1. There are a variety of

codes that can satisfy this requirement. Two popularly used

codes possessing such property are the maximum-length

codes and the Hadamard codes [5]. If an (N,K) Hadamard

code is employed, then N = 2(K−1) and L = N/2. The

code is powerful in the sense of capable of correcting up

to t = N/4 errors.

B. Error Performance

The error probability of bi, denoted as pi, is conditioned

on whether there exists jamming noise in the same channel.

If the output of the block encoder ENC1 has equal

probable 1 and 0, based on the detection rule in Eq. (11),
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the error probability of bi is given by

pi =
1
2
P{|ri|2 < γi

∣∣bi = 1} +
1
2
P{|ri|2 ≥ γi

∣∣bi = 0}

=
1
2
[(1 − ρ)pi1 + ρpi2] +

1
2
[(1 − ρ)pi3 + ρpi4] (18)

where ρ = P{θi = 1} and 1 − ρ = P{θi = 0} as defined

in Eq.(9). pi1 in Eq.(18) is the conditional error probability

given by

pi1 = P{|ri|2 < γi

∣∣bi = 1, θi = 0}
= P{|d�(i) + ni|2 < γi}
= 1 − Q1(

||d�(i)||
σn

,

√
γi

σn
), (19)

where ||d�(i)|| is the square-root of the modulated signal

power, and function Q1(a, b) is the Marcum’s Q function

defined as [5]

Q1(a, b) =
∫ ∞

b

xe−(x2+a2)/2I0(ax)dx. (20)

Here I0(x) is the zeroth order Bessel function of the first

kind.
Similarly,

pi2 = P{|ri|2 < γi

∣∣bi = 1, θi = 1}
= 1 − Q1(

||d�(i)||√
σ2

n + σ2
j

,

√
γi√

σ2
n + σ2

j

), (21)

The other two conditional probabilities pi3 and pi4 in

Eq.(18) are given as below.

pi3 = P{|ri|2 ≥ γi

∣∣bi = 0, θi = 0}
= P{|ni|2 ≥ γi}
= e−γi/σ2

n , (22)

pi4 = P{|ri|2 ≥ γi

∣∣bi = 0, θi = 1}
= e−γi/(σ2

n+σ2
j ). (23)

Let S denote the set of all carriers and R a subset of S,

i.e., R ⊆ S. Suppose the block code at the lower branch is

capability of correcting up to t errors. The probability of a

codeword error, Pw, is upper bounded by

Pw ≤
∑
|R|>t
R⊆S

∏
i∈R

pi

∏
k∈S\R

(1 − pk), (24)

where |R| is the size of R, S \ R = S −R.
If the block code’s error correction probability t is fixed,

it is straightforward that minimizing the error probability

pi in Eq. (18) is desirable for system performance. Under

the constraint of signal power, minimization of pi through

receiver design can be achieved by searching for an op-

timum decision threshold γi. This can be done by taking

the derivative of Eq. (18) with respect to γi and making

the derivative equal to zero. The resultant threshold is the

function of signal and jamming/noise power, as well as the

fraction of jamming bandwidth ρ. Numerical results can be

obtained although close form solution is not available.

C. Jamming Detection

Jamming detection is performed when b̂k and b̃k are

available, as shown in Fig.2. In the case when the kth

channel is silent, i.e., bk = 0, the presence of jamming

noise usually causes detection errors. The tentative estimate

becomes b̂k = 1. The error can be detected and corrected by

the employed block code, hence corrected decision b̃k = 0
is achieved. The jamming noise can then be determined to

be present in the kth channel.

In the case when bk = 1 for the kth channel. The

overall energy of the kth channel is generally increased

when jamming noise exists. Chances are that b̂k = b̃k = 1
and no errors occur. This can be seen from the expressions

of pi1 and pi2 in Eq. (19) and Eq. (21). pi2 is generally

smaller than pi1, which means the presence of jamming

noise makes detection of bk more accurate.

IV. SIMULATION RESULTS

Simulations are conducted to evaluate the system per-

formance. For purpose of comparison, the signal power

S for each incoming bit and the total injected jamming

power J are fixed for all systems. The (N,K) = (128, 8)
Hadamard code is employed for lower branch encoding.

L = N/2 = 64. Convolutional code with R = 1/2 is used

for upper branch encoding. 8-PSK constellation is used for

symbol mapping.

Under these settings, it then follows from Eq. (15) and

Eq. (17) that the bandwidth efficiency for non-overlapping

modulation is ηFDM ≈ 0.41 bits/s/Hz, and ηOFDM ≈ 0.81
bits/s/Hz for overlapping modulation. The overall bit error

rate (BER) performance of the proposed system using these

two modulation schemes are presented in Fig. 3. The jam-

ming ratio ρ varies as we evaluate the system performances.

It is demonstrated that the full-band jamming, i.e., ρ = 1,

results in worst performance. The underlying argument is

that with the employment of coding and interleaving, the

jammer has to spread the noise over the whole bandwidth

to achieve best jamming effects. We can also see from

the figure that when overlapping modulation is employed,

the system is more susceptible to jamming noise and the

BER performance is much worse than the non-overlapping

scheme.

For a conventional scheme that does not have any

jamming mitigation and detection capabilities, all carriers

are modulated with signals. Suppose the same half-rate

convolutional code and the non-overlapping modulation are

used. The bandwidth efficiency for such system is 0.75
bits/s/Hz. Compared with the proposed scheme using non-

overlapping modulation, we can see from Fig. 4 that it is

significantly outperformed by the proposed scheme.

Fig. 5 shows the BER performance of the proposed

scheme using overlapping modulation and that of the con-

ventional scheme using non-overlapping modulation. The

results demonstrate that when S/J ≥ 10dB, about 2dB

gain can be achieved over the conventional scheme.
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Fig. 3. BER performance of the proposed scheme, with non-overlapping
and overlapping modulations, and varied jamming bandwidth.
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Fig. 4. Comparison of the proposed and the conventional schemes, both
using non-overlapping modulation.
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Fig. 5. Comparison of the proposed scheme using overlapping modulation
and the conventional scheme using non-overlapping modulation.

Fig. 6 compares the BER performance of the proposed

scheme and that of the conventional scheme, both us-

ing non-overlapping modulation. The conventional scheme

employs an R = 1/4 convolutional code such that two

systems have similar bandwidth efficiency. It is shown that

2dB gain can be achieved by the proposed scheme, which

further substantiates the effectiveness of the scheme’s anti-

jamming capability.
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Fig. 6. Comparison of the proposed scheme (with R=1/2) vs. the
conventional scheme (with R=1/4), under same bandwidth efficiency.

V. CONCLUSIONS

In this paper, we propose an anti-jamming system to mit-

igate jamming interference while maintaining bandwidth

efficiency. Multiple frequency bands are randomly selected

and modulated with signals for transmission. Block coding

is used for the receiver to correctly retrieve frequency hops

as well as to partially detect jamming channels. The jam-

ming mitigation capability of the scheme is demonstrated

by simulations.
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